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GENERAL TERMS AND CONDITIONS OF USING ELECTRONIC BANKING SERVICES FOR CORPORATE CLIENTS, PRIVATE INDIVIDUALS, SOLE TRADERS AND ASSOCIATIONS 
I. Introductory provisions
Article 1
These General Terms and Conditions define the rights, obligations and operating conditions as well as the use of electronic banking services for corporate clients, private individuals, sole traders and associations.

The words and expressions used in these General Terms and Conditions have the following meaning:

· Issuer of these General Terms and Conditions is Raiffeisen Banka d. d. , Zagrebška cesta 76, 2000 Maribor, web page www.raiffeisen.si,  where all branches and outlets of the Bank are indicated. 

Raiffeisen Banka is indicated in the list of banks and savings banks, holding a Bank of Slovenia's licence for the provision of payment services, which is available on the Bank of Slovenia's webpage, The Bank of Slovenia is a body responsible for the supervision over payment services providers related to the provision of payment services in the Republic of Slovenia.
• User is a legal entity, a private individual, a sole trader or an association with a transaction account opened with the Bank and allowed to use electronic banking services by the Bank provided that the requirements of these General Terms and Conditions are met and a correctly and completely filled-out application is submitted.

• User's legal representative is a private person representing the legal person in accordance with the law and indicated as such in the document of the entry in the commercial register.

• Proxy for the use of electronic banking services (hereinafter referred to as proxy) is a private person who has commercial capacity and capability to contract and is authorised by the user's legal representative for the use of the electronic banking software.

• Account is the user's transaction account opened with the Bank,

• Smart card or I-key is a security instrument serving for identification, identity verification, electronic signing and encryption.

• Smart card reader is a device for smart card reading.

• Personal identification number (PIN) is a sequence of characters allowing, along with the smart card, the use of electronic banking services. 

• Access to electronic banking is made available via the internet. 
• Protective set for the use of electronic banking comprises: a smart card and a smart card or I-key reader, user name and password.

· ZPlaSS is an abbreviation used under these conditions and stands for Payment Services and Systems Act. 
Article 2
Electronic banking means provision of electronic banking services allowing the user to:

• Send payment orders for processing for:
- Payments in domestic currency for the current date or value date in advance,

- International payments for the current date or value date in advance;

• Supplement payment orders for:

- Payments in domestic currency,

- International payments;

• Check

- Account balance and transactions,

- Payment orders and statements,

- Notifications of foreign payments on the account;

• Print out:

- Account balance and transactions,

- Payment orders and statements,

- Notifications of foreign payments on the account;

• Import and export of data to and from files in formats for domestic or international payment transactions;

• Checking exchange rate lists;

• Exchange of communication between user and the Bank
• Exchange of files between user and the Bank.

II. Obtaining the right to use electronic banking software
Article 3

In order to use the electronic banking for corporate clients, private individuals, sole traders and associations the user shall provide access to the internet and proper computer hardware. The Bank shall issue the minimum requirements, stated in the Electronic Banking Manual, and annexed to these General Terms and Conditions.

Article 4

The Bank shall approve the use of the electronic banking software by the user provided that the latter:

• Has a transaction account opened with the Bank,

•Submits to the Bank a properly filled out and signed application and an authorisation for approval of the use of electronic banking services (hereinafter referred to as application),

• Or the user's legal representative shall authorise one or more persons to use electronic banking services or indicates in the application the intention to use electronic banking also him/herself,
• Has a transaction account opened with the Bank,

• Performs transactions via transaction account in accordance with the contract, General Terms and Conditions and with due care.

Article 5

The Bank reserves the right to reject the application in accordance with the Bank's internal policy without stating the reasons for doing so.
III. Authorisations for the use of electronic banking
Article 6

The user's legal representative may authorise one or more private persons (hereinafter referred to as proxy) for the use of electronic banking. Every proxy shall have a specific type of authority for the use of electronic banking, specified on the application by the user's  legal representative. When assigning the authorisations, the user's legal representative shall observe the guidelines issued by the Bank, annexed to these General Terms and Conditions. 

Article 7

The user's legal representative may cancel the authorisation any time. The Bank shall be bound by such cancellation if the user's legal representative notifies the Bank of the cancellation:

• In writing via regular mail,
• In person at the branch where the user's account is maintained,

· By phone.

If the user's legal representative cancels the authorisation by phone he/she shall be obliged to confirm such cancellation on the next working day at the latest with his/her signature at the branch where the user's account is maintained; otherwise, the Bank shall not take the cancellation into consideration. The Bank shall block the proxy's use of the electronic banking services immediately upon the receipt of the cancellation notice.

V. Procedure of user connection
Article 8

The user shall submit his/her correctly and completely filled out application personally or by registered post to the Bank. Upon the approval of the complete application the user shall receive:

• A CD containing a software package on the use of electronic banking and instructions for filling in payment orders,

• Electronic Banking User Manual,

• Adequate number of smart card readers with regard to the data on the application. 

Every proxy shall receive to the address of the legal person, private individual, sole trader or association:

• A smart card or I-key

• Personal Identification Number (PIN)

If the legal representative or the proxy uses for the work with electronic banking a smart card issued by Halcom certificate agency the Bank shall not send him/her the smart card and the personal identification number. If the legal representative or the proxy uses for the work with electronic banking a smart card issued at the name of the same person for another user the Bank shall not send him/her the smart card and personal identification number.
Article 9

The user or his/her proxy may install the computer software either on his/her own in accordance with the instructions received as set out in the Electronic Banking Manual or with the help of a Halcom's official representative or a Bank's staff member.

The Bank shall not be held liable for any loss or damage of any data and equipment due to the installation and use of electronic banking.

VI. Obligations of the user or his/her proxy
Article 10

The user's legal representative and/or his/her proxies undertake to:

• Protect the electronic banking access parameters, electronic banking software and the related data and the protection set and refrain themselves from giving them to any third party for use or allowing third party' insight into them, whereby they shall bear full responsibility for any negligent treatment and damage incurred either indirectly or directly due to any third unauthorised party's abuse of the user's access and personal number and/or smart card,

• Notify immediately the Bank of any irregularities regarding the previous indent,

• Accept without delay any statements, notifications and documents sent by the Bank via electronic banking,

• Monitor transactions on accounts on a regular basis,

• Change upon the initial use of electronic banking and afterwards at least once a month their personal identification number (PIN) and dial-up call access password, whereby the personal ID number or password shall consist of at least six alphanumeric symbols,

• Comply in their transactions with these General Terms and Conditions as well as with the Electronic Banking Manual, other instructions provided to the user by the Bank and the legislation in force,

• Request within 15 days of the date of receipt of a notification of amendment the suspension of the use of electronic banking should they disagree with the new or amended General Terms and Conditions. 
The user shall bear responsibility for the damage suffered by the user, the Bank or any third party due to the non-compliance with these provisions and the provisions of prudent operation. 

Article 11

Within six months after the receipt of the notification by the Bank regarding an upgraded version of electronic banking the user shall be obliged to install on his/her computer the upgraded version of the software. If the user wishes to receive the upgraded version of the software on a CD, he/she shall notify the Bank thereof via the messages in electronic banking. The Bank shall send the CD to the user by post to the user's last known address. 

The Bank undertakes to provide technological support to the operation of the old software versions for a period of not more than six months after the publication of the notification for the users.

VII. Obligations of the Bank
Article 12

The Bank undertakes to operate in accordance with the regulations regarding domestic and international payment system and to make the payments in compliance with these General Terms and Conditions, general terms and conditions concerning the provision of payment services and a contract on the provision of payment services signed between the user and the Bank.  

The Bank shall guarantee the user the processing of all payment orders, properly filled-out and submitted in due time in accordance with the valid schedule for submitting and processing of payment orders (hereinafter referred to as schedule) provided that there is balance in the account and that the account has not been blocked or that no other legal restrictions exist regarding the disposal of assets in the account. If there is no sufficient balance in the user's account for a payment to be made the Bank undertakes to try to process the payment orders by the time stated in the schedule should there be a deposit recorded in the account. After that the Bank shall finally reject the payment orders with insufficient balance in the user's account and shall notify the user thereof upon the next connection with the Bank via electronic banking. 
In the event that during the electronic banking system operation a temporary suspension of operation occurs the Bank shall do its best to prevent this from occurring during electronic banking services for corporate clients and sole traders so that no system operation interruptions take place at that time, with a view to ensuring updating and accuracy of data.

The Bank shall not be liable for any damage suffered by the user due to interferences in electronic banking system operation, failure to keep the data up to date and any software modification and upgrading.

Article 13

In accordance with its business policy the Bank may modify or amend these General Terms and Conditions and shall notify the user thereof in advance. The Bank shall notify the user of any changes to the General Terms and Conditions during the time of the use of electronic banking via the electronic banking messaging system. The valid General Terms and Conditions are available at: www.raiffeisen.si.

VIII. Protection of data
Article 14

Any data referring to the use of electronic banking shall represent a business secret. The Bank shall use the data collected this way in accordance with the legislation in force. The user authorises the Bank to obtain, if necessary, from the state authorities, other bodies, institutions and third parties any data regarding the identification, whereby such data is subject to the Personal Data Protection Act. 

Article 15

The Bank shall use the personal data of the user and proxies solely for electronic banking purposes. The user authorises the Bank or a person nominated by the Bank for entry at home or abroad of his/her personal data into the database for the purpose of processing of the data obtained in accordance with the legislation in force.
Article 16

The data regarding the user's financial transactions via electronic banking is treated as business secret of the Bank and the Bank shall disclose such data only on the request of the user, the user's proxy, at a written request of a court or any other competent authority and in other cases as laid down in the valid legislation. 
Article 17

The Bank and the user undertake to make efforts for a high degree of security measures in order to minimise the risk of unauthorised access to data, data altering and data loss. 

IX. Blocking the use of electronic banking
Article 18

The Bank shall block the use of electronic banking to the user or his/her proxy should the user or his/her proxy enter an incorrect server-access password three times in a row. The Bank shall block the use of service if the proxy or the user reports a loss, a theft or an unauthorised access to the protective set elements. All payment orders, signed and sent prior to blocking of electronic banking by the Bank shall be processed; however, the Bank shall bear no responsibility for this.
After replacing the protective set the Bank shall allow the user or proxies to resume the use of electronic banking.

X. Service fees
Article 19

The Bank shall charge the user of electronic banking the service fees in accordance with the valid Bank's pricelist. A summary of the pricelist shall be available at each Bank's branch and on the web page at www.raiffeisen.si. The Bank shall directly charge the user's account for the service fees and shall notify the user thereof through a monthly statement.
XI. Complaints
Article 20

A complaint may be submitted to the Bank:

• Through electronic banking messaging system,

• By e-mail,

• By post in writing,

• In person to the account manager.

The complaint procedure is defined more in detail in the General terms and conditions regarding the provision of payment services for corporate clients, private individuals, sole traders and associations.

XII. Termination of access to electronic banking service
Article 21

The Bank may terminate access to electronic banking service immediately, without notice, if the user or his/her proxy fails to observe these General Terms and Conditions and operation security conditions, upon terminating the account, cancellation of authorisation, initiation of user's bankruptcy proceedings or at the user's request.

Article 22

The user may terminate the use of the Bank's electronic banking by giving one-month notice that starts running on the date of the receipt of the notice. Prior to the termination the user must settle all his/her outstanding liabilities to the Bank resulting from the use of electronic banking services.
XIII. Final provisions
Article 23

These General Terms and Conditions are part of General terms and conditions regarding the provision of payment services and the contract on the provision of payment services. By signing the application the user's legal representative and proxies confirm that they have been acquainted with these General Terms and Conditions, that they fully understand them and that they agree with them. It shall be deemed that the contract between the user and the Bank has been concluded on the date on which the Bank approves in the application the use of electronic banking. If the applicant withdraws his/her application for the use of electronic banking in the period from the date of the approval of the application to the date of the actual use of electronic banking services he/she shall reimburse the Bank for the costs incurred during the approval procedure or use, in accordance with the Bank's pricelist. 

The resolution of any disputes is described more in detail in General terms and conditions regarding the provision of payment services for corporate clients, private individuals, sole traders and associations.

Article 24

On the day these General Terms and Conditions enter into force the current EUREKA and RB-online general terms and conditions shall cease to apply. 

These General Terms and Conditions shall apply as from 1 November 2009 for the use of electronic banking concluded on the basis of an application for the transactions to be made via the EUREKA internet banking and RB-online order form. 

If the user disagrees with the amendments to the General Terms and Conditions he/she may withdraw from the contract, signed on the basis of these General Terms and Conditions, without notice and payment of service fees. 
The user shall withdraw from the contract no later than by the date prior to the specified date of the entry into force of the amendment. If the user fails to notify the Bank by this date that he/she disagrees with the amendments it shall be deemed that he/she agrees with the amendments. If the user rejects the proposed amendments and does not terminate the contract it shall be deemed that the Bank has terminated the contract by giving two-month notice starting to run on the date of delivery of a notification of amendment. 
The updated general terms and conditions regarding the payment services are available on the Bank's web pages and in all Bank's outlets. 
It shall be deemed that the provisions of the contract through which the Bank and the user regulated, until the entry into force of these General Terms and Conditions, the contractual relations regarding account opening and provision of payment services and which are in contradiction with the provisions of the Payment Transactions Act, shall be replaced by the provisions of the Payment Services and Systems Act ('ZPlaSS').

The General Terms and Conditions, along with the signed application for RB-online, have the nature of a signed contract. By signing the application the user confirms that he/she has been acquainted with the contents of the General Terms and Conditions, that he/she understands the contents and that he/she fully agrees with such contents. 

These General Terms and Conditions shall enter into force on 1 November 2009 and shall be available to any user or proxy at the Bank's branches or at www.raiffeisen.si.
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